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Installing the tool

» Go to http://www.sts-tool.eu/Downloads.php

» Download STS-Tool

» Get the version suitable for you machine and operating
system

» Installation
» Extract the archive to a folder
» Execute the STS-Tool binaries



http://www.sts-tool.eu/Downloads.php
http://www.sts-tool.eu/Downloads.php
http://www.sts-tool.eu/Downloads.php

Running example: eGov Lot Searching

» Department of Urban Planning (DoUP) wants to build an application
which integrates the existing back-office system with the available
commercial services to facilitate the interaction of involved parties

when searching for a lot

Lot owner wants to sell the lot

He/she defines the lot location
Assigns a Real Estate Agency (REA) to create the lot record with all the lot

details

REA has the responsibility to publish the lot record together with
additional legal information arising from the current Legal Framework

Ministry of Law publishes the accompanying law on building terms for
the lot



Running example: eGov Lot Searching

Interested Party is searching for a lot and

Accesses the DoUP application to invoke services offered by the
various REAs

Defines a trustworthiness level to allow only trusted REASs to contact
him/her

Sets a criteria to search and select a Solicitor and a civil engineer (CE)
to asses the conditions of the lot

Assigns solicitor and CE to act on his/her behalf so that the lot info is
available for evaluation

Populates the lot selection for the chosen CE and Solicitor

Aggregated REA defines the list of trusted sources to be used to
search candidate lots

Collect candidate lots from trusted sources
Rank them to visualize to the user

The Chambers provide the list of creditable professionals (CE,
Solicitors)



Hands on the tool

» Create a new diagram
File — New STS Project— New STS Diagram

5] ST-Tool v.2.0.0(BETA) - For testing purposes ONLY!

File] Edit Window Help

& New STS Diagram CtrlsD
a#  New STS Project CtrlsN =]
Save Cirl+S
Save As..
Save All Ctrl+Shift+5
i Import
f Export
Close Ctrl+W
Close All Ctrl+Shift-W.
Exit

B Outline =

An outline is not available.
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% Outline

An outline is not available.
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"Phase 1: Model the Social View

[ analysis errors/warnings |

[ Phase1 ) Model the Social View [ Phase4 ) Automated Analysis
step 1.1. Identify stakeholders [step 4.1. Well-formedness Analysis ]

step 1.2. Identify stakeholders' assets and interactions igp :g :?S":‘(J::‘Va:\'s‘ias'yﬁs
step 1.3. Express security needs Lot Y
step 1.4. Model threats +

(Pm’ez) Hocsl e NOITNEHGH. Siew ([ Phase5 Derive Security Requirements

(Step 5.1. Generate security requirements document)

step 2.1. Identify information and its owner
step 2.2. Represent information structure

| Phase 3 )Model the Authorization View

step 3.1. Model authorizations
- Implicitly express security needs

[refinement needed]



1.1 Identify Stakeholders

» Make sure you are on the Social View

!

‘ Ji Social View J|_ Information ‘u"iew| Jﬂ Authorization View

» Draw identified roles and agents
Use properties to better describe the roles and agents



1.1 Identify Stakeholders

» Draw identified roles and agents
Use properties to better describe the roles and agents

[ Properties | %2 Analysis result Security Requirements
Property Value
Mame L= Lot Owner
| Description L= Lot Owner wants to sell a lot.
Mission L=
Purpose =




1.2.

Assets and Interactions

» To have the lot record published Lot Owner

10

delegates goal lot record created to REA

lot record created

Remark: Labels have a maximum length of 25
characters. Use the properties to add further details

lot record LreatedJ
b

Llnt recand matedj
T Properties ™ Analysis 4 Security Requirements
—1| ¢ Goal
Prope Value
Core = m"r. :
Cescription

=

= Create ot record with the details of the lot, such as location, area, price, etc.
Pre Conditions [=
Post Conditions [=




1.2. Assets and Interactions

» How can the delegatee achieve the delegated goal?
More details about REA
Goal AND/OR decompositions, Documents, Doc-Goal Relations, Re-

Delegations
location map
added

-7 Mo-del R

Map Service
Provider

Froduce

lot record Eegal info added]
published |

Fead
-
/// location map
added
v E—
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1.3 Express security needs

» Analyze goal delegations

Non-repudiation, Redundancy, No-redelegation, Trustworthiness,
Availability, Authentication

legal framework

I il location map
Availability . h
T No-del )
|
created B o
/ Tt Real Estate

,/f No-del Agency

1 letinfo ¢
lot record
2 || i | [ Auth
/ L ! published

' . Read
(%) location map
added
e

AN 4
No-redelegation

-

Head

legal info added

lot sold via
agency

lot seld privately
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1.2. (Iteration) Assets and Interactions

» What about other parties?

[ lot acquired J

Interested
Party

-

Read— |

trusted REA
selected
lot status solicitor
best lots assessed selected CE selected

lot searched J

\ I
T AND Read Read
Read \ v
lot info credible credible
lot selected solicitor CEng
assessed
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1.2. (Iteration) Assets and Interactions

» ldentify goal delegations and document provisions
Interested Party relies upon

credible CEng [
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1.3. (Iteration) Expressing security needs

» Analyze goal delegations and document provisions
Availability, authentication
Non-repudiation, Trustworthiness, Separation of Duty, Binding of Duty
Integrity and confidentiality of transmission

O U Trustworthiness
Authentication  Availability o
,tufh’ e cmdibl::noﬁcitnllm
, Read e [ '::szt;t:ds ][solicitorselected = CE selected m;:::tz? E crem-vsioei Int
— = /) 7 o S e
/ V / Integrity of
sob Non-repudidation Confidentiality of

15 transmission



[terative modeling process

» Steps 1.2. and 1.3. are iterative

» Continue till all actor models are built and all security
needs are captured
Which are the remaining actors?
How can they achieve their goals (+ delegated goals)
What documents do they manipulate?

What actors they rely upon?
01 Goal delegations
0 Document provisions
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1.2. and 1.3. Iteration

» DoUP application
» Aggregated REA
» Ministry of Law

» The Chambers
Solicitors’ Chambers, CE Chambers

» Solicitor

17



1.2. and 1.3. Iteration

1Yl TG duuey

Read

location map
added

trusted REA
selected

IN D-REEI

lot searched

DalUP
Application

cred, solitor
provided

Read

-d credible solicitor

EI Con . Int
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REA ranked

Produce____b

Read
3

Read—= t

rusted sources

trusted REA

REA collected




1.4. Model threatening events

» Which actor’s goals and documents are threatened?

. Threate n’__ﬂ

file stolen

___—_-__________,_____/'Thre aten
T

|i§tﬁai|. l
\\ /

Over documents

Over goals
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The Social View

lot info
provided

Produce

Thlealeﬂﬂ

file stolen

A

not approved

" Threaten
legal framw
issued )
Produce
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[ analysis errors/warnings |

| Phase1 | Model the Social View

step 1.1. Identify stakeholders

step 1.2. Identify stakeholders' assets and interactions
step 1.3. Express security needs

step 1.4. Model threats

[ Phase2 | Model the Information View

step 2.1. Identify information and its owner
step 2.2. Represent information structure

| Phase 3 )Model the Authorization View

step 3.1. Model authorizations
- Implicitly express security needs

[refinement needed]

[ Phase4 ) Automated Analysis
[step 4.1. Well-formedness Analysis ]

step 4.2. Security Analysis

step 4.3. Risk Analysis

([ Phase5 Derive Security Requirements

(Step 5.1. Generate security requirements document)




2.1. Identify information and owners

!

‘ Ji Social View J|_ Information ‘u"iew| Jﬂ Authorization View

» Switch to the Information View

ldentify information
Relate documents with information
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2.1. and 2.2. Identify info, owners
info structure

and

[P A ey
. VAT number ar
ownership gt | number |
—> B
Own )
Own
Tangible By Tangible By Own e
- — % i —2 CEn
oun I_Iist of | Tangible By g
- — lot info i
lot geo Owner | credible CE |
| location [ Tangible By Perso...
Tangible By
Own
' PartOf
Tangible By
. J Lo trusted structure
Map Service REA
Mlap _ - own sources
rovider lot info - = - —|Z /
map | details | list of Pa'ITOf Partof lici
Icredible REA ™= rangible By \ solicitor ‘
- - - = 3 trusted REA SIETEEE
best lots
- = = 7 Own credible
own \ / list of / Qun o solicitor
_ [ I Tangible B
|_ 4 _SEIE_CtEd_IOt_\p o angivle =y / Tangible By
- a — —
| legalinfo —— qangibiemy | legal S - '_Iist of 1
- - - = f framework | listoflots | credible sol |

7
Info representation
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IPhase 3: Model the Authorization View

[ analysis errors/warnings |

| Phase1 | Model the Social View

step 1.1. Identify stakeholders
step 1.2. Identify stakeholders' assets and interactions

step 1.3. Express security needs
step 1.4. Model threats

[ Phase2 | Model the Information View

step 2.1. Identify information and its owner
step 2.2. Represent information structure

| Phase 3 )Model the Authorization View

step 3.1. Model authorizations
- Implicitly express security needs

[refinement needed]

[ Phase4 ) Automated Analysis
[step 4.1. Well-formedness Analysis ]

step 4.2. Security Analysis

step 4.3. Risk Analysis

([ Phase5 Derive Security Requirements

(Step 5.1. Generate security requirements document)




3.1. Model authorizations

» Switch to the Authorization View

!

‘ Ji Social View J|_ Information ‘u"iew| Jﬂ Authorization ‘u"ie1.-.r|

Starting from information owners
|s authority to transfer authorizations granted?
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3.1. Model authorizations

owner owner
— /
M| te/ W
r - = T lot info details lot geo location Real Estate T T T
- 1 ID Card WA / | legal info |
VAT number | number | | lot record created ~~__I§ M [P] - _4\_
Y legal info
\%wn\v oy E @ E K 9 Own
i legal inf legal info added
|0‘t|r.lf0 <—own egal info egal info adde -
e I
- 71
PartOf own . _
& | list of lots <Own{Aggregated| . ;'ﬁst of Bl
_ D |credible REA
B lot geo Pa”I_Of [F] X
| location | _ .
| et |—Iist of 1 legal info
|_seIeEted_Iot_| & M) legal frmw provided
D [P] list of credible REA list of lot
@ ID Card number VAT number citizens helped L
owner
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3.1. Model authorizations

Authorized party

= TEgar W proviaed. |
\@ D [F] N of credible REA list of lots |
ID Card number VAT number cit%s helped
Provider .
lot owner registered
= . \, ] [F] @ 5
Solicitor
legal info
&1 ] [P] ”
citizens helped
list of credible CE list of credible REA

Interested

=)

——-—--£- list of credible sol list of lots

8 (M) [X] A

‘ list of credible CE

lot acquired

‘ list of credible sol ‘ credible CE provided ‘

‘ cred. solicitor prov
Ay

’_Iist of _‘e(}wn ‘
M | credible CE |
list of L -
| eredible sol |

Solicitor
Chambers

Own

Implicitly express security needs
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Authorization view

181 (v] (&1 (A

- = = ‘Iotinfo details lot geo location Real Estate - = = 7
| ID Card \Agency f | legal info |
VAT number, | number | ‘ lot record created ‘ ‘x\(@ [P] - ,4\,
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ant Own listoflots <Own(Aggregated) ., = _[.. 1
X B 1! B lcredible REA
lot geo PartLOf ] X
location — ‘ .
| location | Wist - ] legal info
 selected lot | ‘ legal frmw provided

T list of credible REA list of lots ‘

& b [F] [7]

ID Card number VAT number ‘ citizens helped ‘

Map Service
Provider .
lot owner registered
7 ﬁ minlalv)
legal info

i1 [m] [P] »
B citizens helped
list of credible CE list of credible REA |---<~
Interested | _____ - [ist of credible sol list of lots
ey 5l [ X
v ‘lot acquired ‘ ® M X @ ‘Iist of credible CE ‘
‘ list of credible sol ‘ ‘ credible CE provided ‘
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r|'|5't of —|€Own .
L. \ i |
|7I|st of | - own Solicitor _creﬂlblic E— v
| credible sol | \ Chambers
Implicitly express security needs

28



... and now?

» Iterative modeling

The views can be refined

Changes in one view have effects on the other views
» Termination criteria

Did | capture all important interconnections?

Did | express all the security needs?
» Use properties to better describe the model
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[ analysis errors/warnings |

| Phase1 | Model the Social View

step 1.1. Identify stakeholders

step 1.2. Identify stakeholders' assets and interactions
step 1.3. Express security needs
step 1.4. Model threats

[ Phase2 | Model the Information View

Phase 4 4 Automated Analysis

step 4.2. Security Analysis

[step 4.1. Well-formedness Analysis
step 4.3. Risk Analysis

step 2.1. Identify information and its owner
step 2.2. Represent information structure

([ Phase5 Derive Security Requirements

(Step 5.1. Generate security requirements document)

| Phase 3 )Model the Authorization View

step 3.1. Model authorizations
- Implicitly express security needs

[refinement needed]




4.1. Well-formedness Analysis

» Go to the well-formedness (C) analysis tab

31
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T

| ® e 100% -

-
1 Well-farmedness

Well-formedness

4 o Well-formedness Analysis
4 Empty Diagram
4 Goal Single Decomposition
4 Delegation Child Cycle
4 Information No Ownership
4 Authorizations Validity
4 Duplicate Authorizations




4.2. Security Analysis

» Go to the Security Analysis tab

WG @R 2L R ®E we -

e B

i = B8

Security

4 3 Distributions
& Pre-Analysis:Distributions
@ No_Delegation Violation check
4 o Redundancy
& Pre-Analysis: Redundnacy
" Redundancy Violation check
4 4 Authorization Conflict
& Pre-Analysis: Authorization Conflict
& Authorization Conflict check
a @ Operations Analysis
& Pre-Analysis: Operation Violation
& Mon_Reading Violation
& Mon_Modification Vielation
@ MNon_Production Violation
@ MNon_Disclosure Viclation
@ NTEK Viclation
4 @ Non-reauthorization Viclation

Completed -

Completed
Completed

Completed

Completed

Completed

Completed

Completed
Completed
Completed
Completed
Completed =

| »

| Run Analysis |l Done ]

—— |




4.2. Security Analysis

Lot Owner

lot sold
via agency

lot sold
privately

lot location

lot record .
created . defined
I‘?‘ead IS lot price
owner Read approved
personal info y
lot info

from Social View from Information View

Map
Service

Map

\ Provider

Service
Provider 4 location map map
v added
Produce Prodlice
map L ot geo !
| location | wn

There is no authorisation relationship towards "Map Service Provider”, but "Map Service Provider"

can produce "lot info details" since there is a produce relationship from its goal
"location map added" towards document "map"s representing "lot info details"

Goal "lot price approved" and goal "lot location"” should be achieved by the same actor,

since a combination of duty is expressed between these goals,
but there is no actor to achieve them both.

Lot Owner
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4.3. Risk Analysis

» Go to the Risk Analysis tab
» Threat propagation l

W @GR 2L Y0 K| @ E 100% -

credible
solicitor DoUP
Solicitor credible provided Appllcatlon citizens
Chambers solicitor NG RE helped Read
provided
Produce cre.di.ble )
J solicitor
Threaten provided
credible INTEG
solicitor redbie

trusted REA lot searched

selected

solicitor

ist not foun provided




[ analysis errors/warnings |

| Phase1 | Model the Social View

step 1.1. Identify stakeholders

step 1.2. Identify stakeholders' assets and interactions
step 1.3. Express security needs

step 1.4. Model threats

[ Phase4 ) Automated Analysis

step 4.2. Security Analysis

[step 4.1. Well-formedness Analysis
step 4.3. Risk Analysis

[ Phase2 | Model the Information View

step 2.1. Identify information and its owner
step 2.2. Represent information structure

| Phase 3 )Model the Authorization View

step 3.1. Model authorizations
- Implicitly express security needs

[refinement needed]
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» Derived security requirements for eGov scenario

:
= Properties

= Respensible
"All Agents”
Aggregated REA
Aggregated REA
Aggregated REA

j@ Analysis result [ Security Requirements

SE Y%

Requirement

not-play-both(Ministry of Law,Solicitor)

non-repudiation-of-acceptance(delegated(DolP Application, Aggregated REA, lot searched))
non-repudiation-of-acceptance(delegated(DelUP Application, Aggregated REA trusted REA selected))

non-disclosure{{legal infe])

Requester
DolUP Application
DolP Application

Real Estate Agency

E CE Chambers

non-repudiation-of-acceptance(delegated(DolUP Application, CE Chambers credible CE provided))

DolP Application

DolUP Application
DolP Application
DolP Application
DolP Application
DolUP Application
DolP Application
DolP Application
DolP Application
DolP Application

no-delegation(trusted REA selected))

trustwerthiness(DoUP Application, delegated(Interested Party, DolUP Application,trusted REA selected))
non-repudiation-of-delegation(delegated (DolUP Application,CE Chambers, credible CE provided))
non-repudiation-of-delegation(delegated (DoUP Application,Solicitor Chambers, cred. selitor provided))
receiver-integrity(transmitted(CE Chambers, DoUP Application, credible CEng))
recivier-confidentiality(transmitted(CE Chambers, DolP Application, credible CEng))
receiver-integrity(transmitted(Solicitor Chambers, DolUP Application, credible solicitor))
non-repudiation-of-delegation(delegated (DolUP Application, Aggregated REA, lot searched))
non-repudiation-of-delegation(delegated (DolUP Application,Aggregated REA trusted REA selected))

Interested Party
Interested Party
CE Chambers
Solicitor Chambers
CE Chambers
CE Chambers
Solicitor Chambers
Aggregated REA
Aggregated REA

m

Description

{ DoUP Application requires CE Chambers non-repudiation of the delegation of geal credible CE provided, by accepting this delegation.

36
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S5.1. Derive security requiremen

» Go to the Generate Requirements Document tab

w(HEERO 2L I K& & w% ~
[ el ( B

Sts-Tool Genertion Report Wizard Sts-Tool Genertion Report Wizard
Cipeiiliz: Select the chapter to generate
eGov-Scenario: Lot Searching
ntroduction
Author: ocial View
Social View Diagram
Elda P
aras Stakeholders
Institution : | Stakeholders' documents |
University of Trento Stakehol.ders documents and geals
Goal Refinement
Save loaction Goal Contributions
© Current Project Stakehelders Interactions
. Goal Delegations
| ilesystem fl Document Transmission
D:\PostDec\STS-Tool-v2\tutorials Organisational Constraints
I i Events
i File Name: i 4 nfarmation View
sec-req-doc Information View Diagram
[ Override without warning Medelling Ownership
Representation of Information
Structure of Information and Documents
Output Formats
4 uthorization View
[[].doc  [[].decx [].odt Authorization View Diagram
pif [t Authorization Flow
: ecurity Requirements
T @ Well-formedness Analysis
pen after generation ecurity Analysis
4 ppendix
Images
Well-fermedness Analysis Descriptions
Security Analysis Descriptions
<pock [ Met> J[ fush J[ conca Net >
A 4
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The End

paja@disi.unitn.it

»Thank you!
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